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INTRODUCTION

The Canadian Life and Health Insurance Association (CLHIA) appreciates the opportunity to provide 
feedback from our member companies to Innovation, Science and Economic Development (ISED) on 
its proposal to modernize the Personal Information Protection and Electronic Documents Act 
(PIPEDA).

ABOUT CLHIA

The CLHIA is a voluntary organization whose member companies account for 99 per cent of Canada's 
life and health insurance business. The industry provides a wide range of financial security products 
to more than 29 million Canadians, holding over $860 billion in assets in Canada, and employing more 
than 155,000 Canadians.

OVERVIEW

By law, full disclosure of relevant information is required for life and health insurance contracts. Most 
of this information, which is essential for the insurance industry’s continued operations, is personal 
in nature and protecting its confidentiality has long been recognized by the industry as crucial in 
order to maintain the trust of consumers. Accordingly, the CLHIA and our members have historically 
taken a leadership role in the protection of personal information.

Given life and health insurers’ lengthy and active history in the protection of personal information, 
the industry has a strong interest in the review of the information privacy rules contained in PIPEDA. 
The life and health insurance industry therefore submits comments on several key issues raised by 
ISED’s discussion document, namely: consent, retention periods, self-regulation and technical 
standards, the Ombudsman model, and fraud.

CONSENT

On the issue of requiring organizations to provide individuals with specific, standardized, plain-
language information on the intended use of the information, it is important to clearly identify what 
“standardized” means, since each organization has different business needs, even within the same 
industry. A “one-size-fits-all” approach would not serve consumers well and is likely to deprive them 
of the information they need about the relationship they are, or are considering, entering into. The 
ultimate goal should be to find the right balance between the information consumers need and the 
flow of the economic transaction they are entering into.

We are also concerned about the prohibition against “bundling of consent into a contract.” 
Consumers provide their consent at the beginning of their relationship with an insurance company 
based on clear explanations as to what information will be collected, used, and disclosed. When 
consent is necessary to provide the requested service, we believe it is appropriate to provide the 
required disclosures within the contract for service. However, when organizations seek consent for
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different purposes (beyond the consumer requested services), a stand-alone consent could be
appropriate.  Organizations should ultimately be transparent about their privacy practices.

That being said, the notion of consent must continue to evolve as the understanding of traditional
consent changes. Privacy requirements can no longer be thought of as purely within the confines of
the physical world. As stated by the Ontario Privacy Commissioner (OPC) in its 2016-17 Annual
Report, situations now exist where consent is not reasonably possible or practicable.1 In these limited
instances, organizations should be permitted to use alternative privacy protection tools, which could
replace or support obtaining meaningful consent while continuing to allow individuals to exercise
autonomy and control over their personal information.

That is why our industry supports the proposal allowing for certain alternatives or exceptions to
consent to facilitate use of personal information by business under specific circumstances, to cover,
for example, common uses of personal information for reasonable business activities.

RETENTION PERIODS

Retention period requirements are highly specific to a situation or an industry and it would therefore
be difficult to impose time periods in the context of PIPEDA that would work for every organization.
For example, a life insurance contract has a much longer duration than the average contract and can
be in force for 80 or more years. As such, insurance companies are unique in that they maintain
relationships with their clients and fulfill promises made to customers and their families over many
decades. In addition, any retention period under PIPEDA could conflict with retention periods under
other legislation.

When it comes to the question of providing individuals with a ‘right of deletion,’ it is our view that it
is crucial that it be limited to allow for the retention of information relevant for business purposes
or as required by law.

SELF-REGULATION AND TECHNICAL STANDARDS

Our industry would be interested in additional mechanisms that allow organizations to proactively
demonstrate compliance with PIPEDA provided they are effective. The public must clearly
understand that a recognized authority supports these accountability protections.

We believe codes of practice and certification schemes should be voluntary and their cost should not
be prohibitive. Otherwise, cost could be a barrier to new entrants or smaller players seeking to
comply with standards. Third party certification must be recognized by the OPC to ensure that
adherence protects organizations against certain enforcement activities or, at a minimum, eases the
burden of any privacy audit or investigation process.

1 2016-17 Office of the Privacy Commissioner Annual Report to Parliament on the Personal Information Protection and
Electronic Documents Act and the Privacy Act “Real Fears, Real Solutions. A Plan for Restoring Confidence in Canada’s
Privacy Regime”
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Any review process must also be agile. The goal should be to demonstrate that the organization
meets certain privacy standards rather than to engage resources in filling out an annual
questionnaire. There should also be an escalation process in the event that the organization does
not agree with the result of the review, which should not ultimately be overseen by nor involve the
initial reviewer.

ENHANCING ENFORCEMENT AND OVERSIGHT THROUGH THE OMBUDSMAN MODEL

The life and health insurance industry continues to support the Ombudsman model to balance the
rights of consumers to protect their information and the legitimate interest in personal information
of organizations engaged in commercial activities.

The Ombudsman model allows the OPC to remain accessible, informal, and flexible in its ability to
assist parties in resolving issues. We suggest that the OPC be provided with further resources to
support a cooperative model including the ability to issue non-binding advance opinions.

Another important aspect of the Ombudsman model is that it focuses the OPC’s limited resources
on responding to individuals’ complaints in order to resolve issues and find the appropriate balance
between the rights and needs of consumers and organizations rather than penalizing mistakes.

Our industry believes that these functions must remain, regardless of whether the OPC’s powers are
expanded. The industry appreciates the opportunities we have had to engage with the OPC in the
past and we strongly support the continuation of stakeholder engagement and consultations. The
OPC should continue to seek stakeholder input in a timely fashion before publishing guidelines or
interpretations that may have a significant impact on industry.

FRAUD

Fraud is inherently about deception; it is designed to go undetected.  As such, we do not have
specific, detailed numbers on the consequences of fraud to the Canadian life and health insurance
industry. However, we do know that the cost of fraud is in the hundreds of millions of dollars—even
if fraudulent activities represented only one per cent of what the industry pay in claims (an average
of $34 billion), it would amount to $340 million lost per year. The fact is that fraud costs everyone,
starting with plan sponsors (employers) and employees, who pay the premiums for extended health
benefits plans.

It is important and appropriate to encourage efforts to control fraud and deceptive practices. We
applaud the amendment to PIPEDA as introduced by Bill S-4, the Digital Privacy Act, subsection
7(3)(d.2). However, problematic uncertainty remains between the exemption for collection, use, and
disclosure in PIPEDA and the OPC interpretation, which has made it challenging for life and health
insurers to prevent and investigate suspected fraud.
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Fraudsters do not limit their fraudulent actions to a single service provider or insurer—they have
sophisticated schemes spread across the industry. The only efficient way for insurers to protect
themselves against such schemes is to have the ability to see what is occurring at an industry level.
We therefore suggest the following amendment to section 7 for clarity:

“ Disclosure without knowledge or consent

(3) For the purpose of clause 4.3 of Schedule 1, and despite the note that accompanies that
clause, an organization may disclose personal information without the knowledge or consent
of the individual only if the disclosure is

 (d.2) made either on the initiative of an organization to another organization, or
made by an organization to another organization upon the other organization’s
request, and is reasonable for the purposes of detecting or suppressing fraud or of
preventing fraud that is likely to be committed and it is reasonable to expect that
the disclosure with the knowledge or consent of the individual would compromise
the ability to prevent, detect or suppress the fraud”

CONCLUSION

The life and health insurance industry supports privacy legislation that strikes a reasonable balance
between an individual’s right to control how their personal information is used and the reality that
organizations providing services often require access to personal information.

The industry greatly appreciates this opportunity to contribute to the review of PIPEDA. For our
response to specific questions raised in the discussion document and for additional background on
the topics noted above, please review the attached technical document.

Should you have questions regarding any of our comments, you may contact Anny Duval, Senior
Counsel, by email at aduval@clhia.ca.
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ISSUES OUTLINED IN THE DISCUSSION DOCUMENT

PART 1: ENHANCING INDIVIDUAL’S CONTROL

Consent and transparency

Question #1: Will the additions we are proposing be enough to increase meaningful consent for
individuals?

a) Specific standardized plain-language information

In addition to our introductory comments on this matter, we suggest that having standardized
elements of content subject to disclosure requirements, for example: what personal information is
being collected; what type of entity it is being shared with; and for what purposes information is
being collected, used, or disclosed would ensure some level of standardization without being too
restrictive nor entangling the regulator in rules on contracting.

As for providing information about third parties, we believe the focus should be disclosing the type
of service provider used. This practice is already well established and has proven to be effective.
Consumers will get little benefit from reading a long list of names some of whom may be too
specialized in the industry to have any meaning for them. Providing consumers information about
the types or category of service providers is much clearer and therefore effective.

The ultimate goal of any consent language should be to find the right balance between providing the
information consumers need while not impeding consumers’ ability to conveniently purchase
products by being overburdened with excessive documentation. Long descriptions will only
discourage consumers from reading even the most relevant information, thereby diluting the value
of any consent process. This would be contrary to industry practices and the Office of the Privacy
Commissioner of Canada’s (OPC) desired outcome according to the 2016 Consent and Privacy
Consultation and the more recent Guidelines for Obtaining Meaningful Consent.

Online environments are specifically well suited to a layered approach to privacy. This might be done
with a simple and clear initial disclosure of the above noted standardized elements, which would
allow the individual to understand the nature, purpose and consequences of the collection, use and
disclosure of their personal information2 while also providing the option to access more detailed
information by simply clicking a link.

This link could provide, for example, further information about the types of third parties that process
information for the organization. This type of solution has the advantage of not leaving the
understanding of a complex data ecosystem solely to the consumer while providing an amount of
information that is digestible, scalable and readily accessible.

2 As restated in the OPC 2016-17 Annual Report aforementioned



7

b) Alternatives or exceptions to consent

CLHIA supports the proposal allowing for certain alternatives or exceptions to consent to “facilitate
use of personal information by business under specific circumstances, to cover, for example,
common uses of personal information for standard business activities3”.

However, we believe that the exception should refer to “reasonable business activities”. An
innovative activity may not always be considered “standard” in the industry. However, as long as this
activity is reasonable, it should not be inhibited, since it could be very valuable to consumers. In fact,
such an activity may be a differentiating advantage that allows an organization to provide superior
customer service. In addition, the concept of reasonableness is one that is already well understood
under PIPEDA.

c) Informing individuals of the use of automated decision-making

When it comes to automated decision-making (ADM), we believe transparency is beneficial to
consumers and that the use of an ADM tool and its purpose should be disclosed to them. However,
as noted on p.7 of the discussion document, such a requirement must not “extend to revealing
confidential commercial information to an individual” as algorithms and their development are
highly proprietary business assets. In the insurance industry, the value of an underwriting algorithm
cannot be understated as an insurer’s capacity to correctly assess risk represents an important
competitive factor.

d) Exploring the definition of publicly available information

We support the proposal to revisit the definition of publicly available information, as discussed
further in our answer to Question #7 below.

Question #2: Some jurisdictions have defined enhanced measures, such as prohibitions or explicit
consent, linked to the collection and processing of sensitive personal information, whereas PIPEDA
has always taken a contextual approach. Should sensitive personal information be defined, with
specific protections added?

In our view, “sensitive personal information” should not be defined because the determination of
what is sensitive cannot be done in a vacuum and requires contextual background. We believe the
current guidance provided by decisions of the Federal Court4 and the OPC interpretation bulletin5

3 Excerpt from consultation document under the title of A. Possible options- Consent and transparency, second bullet
of the propositions

4 (Townsend v. Sun Life Financial, 2012 FC 550 at para. 25)
5 https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-

electronic-documents-act-pipeda/pipeda-compliance-help/pipeda-interpretation-
bulletins/interpretations_07_consent/
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and guidelines6 already allow for the required flexibility and have the advantage of being able to
consider the context as services and information security safeguards evolve.

This flexibility is one of PIPEDA’s key strengths and aptly demonstrates that it should remain a
principles-based, technology-neutral law to permit businesses to protect customers’ data while
allowing and encouraging innovation.  This benefit of PIPEDA was lauded in the recent Senate
Banking Committee’s report. Wherever possible, we urge ISED to maintain a principles-based
approach to privacy legislation in Canada as it is in the interest of Canadians and Canadian businesses.

Question #3: What are the benefits or risks of removing the requirement to obtain consent to process
personal information for purposes that are considered to be standard business practices?

Consent is normally required, except in well-defined circumstances. In the life and health insurance
industry, consumers provide their consent at the beginning of the relationship with an insurance
company based on clear explanations provided by the insurer as to what information will be
collected, how it is used and disclosed and for what purposes. Therefore, as long as the processing is
done in the context of providing the services the consumer has requested, or as explained above
related to “reasonable business activities”, there should be no risks to the consumer who is aware
of the purposes such a transfer fulfills.

This includes the possibility that their information may be transferred to a third party for processing.
Seeking express consent from the consumer at the time the information is transferred provides no
additional benefit to the consumer.

An example of such a transfer of information exists in travel medical insurance, where third parties
with expertise in dealing with foreign health care and repatriating patients to Canada are engaged
making the process more efficient and consumer friendly for the insured.

Additionally, other PIPEDA requirements continue to apply. A transfer that a reasonable person
would not consider appropriate in the circumstances could not be done. Additionally, in the case of
a transfer for processing to a third party, the transferring organization remains responsible for the
safeguarding of personal information in the hands of the service provider and will, by contractual
and other means, ensure a comparable level of protection while it is being processed by a third
party7. Therefore, there is no additional risk of not requiring a specific consent in such a transfer for
processing and there is no evidence that the already established safeguards of the organization

6 “There is no “bright line” separation of what is, and is not, sensitive information… even non-sensitive information can
become sensitive depending on the circumstances… Conversely, in certain circumstances, personal information
generally considered sensitive may become less so…” https://www.priv.gc.ca/en/privacy-topics/collecting-personal-
information/consent/gl_omc_201805/
7 Also a requirement for insurers under the Office of the Superintendent of Financial Institutions of Canada Guideline

B-10 Outsourcing of Business Activities, Functions and Processes
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transferring the information are not sufficient. In addition, such specific consent is not required
under current legislation (and in some cases is explicitly excluded8).

Benefits of removing the requirement to obtain consent, regarding reasonable business activities,
can include efficiency, cost savings, reducing the costs to consumers, as well as improving the
Canadian business climate and global competitiveness generally.

Question #4: What activities should be captured by such a provision?

We suggest that an organization’s core activities should be captured. It will be impossible to have a
definition that captures all functions while being flexible enough to apply to all types of industries.
Consequently, we believe this provision should be principles-based. For example, activities which are
necessary to provide the services or enhance the services would be included. The test should be to
confirm that a link exists between the activity and the purpose of the service requested by the
consumer. The principle must be general enough to apply equally  to all sectors. Otherwise, the risk
of non-compliance due to lack of understanding of the legal expectations could be high. If more detail
is needed for specific sectors, we suggest that these should be sector based and that industry
associations lead the development of the required criteria.

Question #5: What must be outside the scope of such a provision?

In our view, activities that do not flow from the normal core of products and services provided to a
consumer, including any purpose incompatible with the services sought, should be outside the scope
of such a provision. For example, an organization that intends to process personal information in
order to sell it to a third party must obtain affected individuals’ express consent. An organization
should be able to demonstrate that compatibility between the service and the purpose exists.

Question #7: Does the current definition provide enough clarity and certainty for businesses and
individuals to understand how personal information in the public domain should be protected?

No, the current definition of “publicly available information”,  found  in  the Regulations  Specifying
Publicly  Available  Information,   is  not  technologically  neutral,  and  no  longer  appears  to reflect
the reality of the Information Age in which we live nor consumers’ privacy expectation it was meant
to protect. For example, the definition should be broadened to include situations where an individual
chooses to post personal information about themselves on a public internet site, including social
media. In such cases, we  suggest  that  there  may  be  a  presumption  that  this  person  has  waived
their expectation  of  privacy  and  therefore  consent  is  not  required  to  collect,  use  and disclose
such information. Of note, all the other provisions of PIPEDA would continue to apply,  as  they  do
today,  to  the  collection,  use  and  disclosure  of  publicly  available information.

8 Ontario Personal Health Information Protection Act section 6 (1): “For the purposes of this Act, the providing of
personal health information between a health information custodian and an agent of the custodian is a use by the
custodian, and not a disclosure by the person providing the information or a collection by the person to whom the
information is provided.”
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Data mobility

Question #8: Should a provision for data mobility refer strictly to information that is provided by the
individual and exclude derived information?

Yes, data independently developed by an organization based on information provided by consumers
is a competitive asset that the organization has spent considerable resources developing and may
include proprietary business information. Therefore, it must not be subject to any data mobility
requirements. We consider derived information any information that the organization has developed
to enhance its services and differentiate itself from others in their field (insights, observed data,
processed data etc.).  An example of derived information in the life and health sector is a profile or
categorization of the risk of an individual pertaining to their life expectancy. Derived information
does not fulfill the purpose of data portability because it does not enhance a user’s individual control
over their own data.

However, we acknowledge that the information subject to data portability should meet the primary
objective of giving individuals control over information they have provided or that is included in a
transaction. Therefore, information disclosed by the individual such as their status as a smoker or
prior cancer occurrences, for example, would be considered as information that would be subject to
portability. This information could, upon the consumer’s request, be shared with another insurer to
accelerate the application process when the consumer is consulting multiple insurers.

It is important however to understand that the concept of data portability is mainly about
marketplace competition (easier access to goods and services) and that privacy is only one aspect of
consumer protection that must be considered. Consequently, we do not believe that all the elements
of the required infrastructure should be addressed in PIPEDA. Rather, PIPEDA should be restricted to
permitting and protecting the sharing of personal information including guarding against fraudulent
data requests. One way to do so could be to require that the request be made by the individual
wishing to move their data directly rather than through the recipient third party. Consequently, no
“bulk” demands, where an organization requests data for an individual from every competitor should
be accepted.

Question #9: Should a provision for data mobility capture 3rd party information?

No, generally, third party information should not be shared without the affected individual’s consent.
Therefore, unless the third party individual has provided their valid consent to such transfer, their
data should not be captured by any data mobility requirements.  We suggest that the rules applicable
to access request should be considered with possible adaptations as necessary to protect the
individual and all third parties having provided their consent.

Further, although we are generally supportive of data portability and data mobility, we are
concerned about implementation and consequent impact on our members’ business practices. For
example, how would a “standardized digital format” be determined? We strongly support an
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industry-driven solution rather than a prescribed one-size fits all format, which not all sectors may
be capable of implementing.

Lastly, although we understand there are some privacy concerns associated with data movements,
these concepts are ultimately ones of competition. Therefore, the body of rules that will be necessary
to permit such data transfers should not all fall within the scope of PIPEDA. Consequently, the role
of other legislation and their interactions with privacy requirements should be carefully studied. Data
portability may facilitate competition but it must be done on a level playing field. Clear restrictions
on what client information an organization may or may not access must be established to ensure all
participants are subject to the same rules.

Online reputation

Question #11: What parameters should be considered in order to mitigate the burden to
organizations of complying with such provisions?

Any provision aimed at giving individuals of any age a right of deletion must be carefully analyzed.
We believe rules pertaining to deletion should differentiate between personal information that is
publicly available, and personal information that is held privately. If a right of deletion is applied in
too broad a context, it may limit insurers’ ability to provide requested services. The same could be
said for any potential changes to the right of an individual to withdraw their consent to the collection,
use and disclosure of personal information.

For example, a consumer could not request that their information be deleted while the insurer is
evaluating the risks associated with insuring that individual and still expect to be approved for a
policy. By law9, an individual has the obligation to disclose all facts material to the insurance and any
right of deletion cannot undermine this obligation.

If the consumer requests that insurers delete their information while their insurance coverage is in
force, it may render the assessment of future claims impossible. If such a request is made after they
are no longer insured, premature deletion could be detrimental to the insurer in the event the
consumer subsequently litigates a claim and information is required to defend the claim. In summary,
the right to deletion should be limited and, at the very least, allow for the retention of information
relevant for the completion of business purposes or as required by law.

9 Example: Ontario Insurance Act s. Duty to disclose 183 (1) An applicant for insurance and a person whose life is to be
insured shall each disclose to the insurer in the application, on a medical examination, if any, and in any written
statements or answers furnished as evidence of insurability, every fact within the person’s knowledge that is material
to the insurance and is not so disclosed by the other.
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PART 2: ENHANCING INDIVIDUAL’S CONTROL

Enabling data trusts for enhanced data sharing

Question #13: Could PIPEDA be harnessed to encourage the development of data trusts, in particular
the existing exception to knowledge and consent for the disclosure of personal information for
research and statistical purposes?

We would be supportive of a data trust provided the onus of, and liability for, de-identification rests
with the information manager or the data trust. The organization providing information would have
no means of knowing what other information may be part of the data trust’s dataset and likely
limited means of protecting the information once it is in the data trust’s hands.

Self-regulation and technical standards

Question #14: Would a certification mechanism for companies to proactively demonstrate
compliance with PIPEDA, with the OPC being given authority to periodically review an organization's
adherence to the certification scheme or code, be welcomed by both organizations and consumers?

Any review process must be agile and as noted in the consultation document be “a means of
demonstrating due diligence in regards to compliance with certain (emphasis added) provisions of
the Act”.

Question #15: What role could other organizations play, for example, the Standards Council of
Canada?

The Standards Council of Canada could administer the certification process or approve an
independent third party to administer the certification process similarly to what is being done in the
context of the cybersecurity certification. We are not certain that the public is fully aware of the
function of the Standards Council of Canada. Consequently, before the Council or any other body can
be responsible for issuing certification or approving third parties that can do so, an information
campaign or consumer outreach would be helpful to establish their role and confirm their credibility
with the public.

Question #16: How could such bodies co-operate?

The body setting the standards, for example the Council, and the entity investigating complaints
(OPC), must have a clear understanding of their respective roles. These roles should not overlap but
rather be complementary. If an organization, such as the Council, is to set the standards for
certification, those standards should automatically be recognized by the OPC. It would be unfair to
place an organization in a situation where it has met the certification requirement but is considered
non-compliant with the same applicable requirements by the OPC. Therefore, there should be clear
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lines of separation between the entity that sets the standards and the entity that will evaluate an
organization’s compliance while being able to cooperate with one another.

PART 3: ENHANCING ENFORCEMENT AND OVERSIGHT

If government is looking to expand the powers of the OPC, the Ombudsman function (such as stated
above) must remain. Any possible additional powers should in our view only be considered if they
can be truly separated from the Ombudsman function.

In addition, the OPC is not without tools, as it can:
· Initiate investigations and audits subject to reasonable grounds
· Summon witnesses, administer oaths and compel the production of evidence
· Enter into compliance agreements
· Obtain orders from the Federal Court if matters in compliance agreements remain unresolved
· Distinct offences can be prosecuted by the Attorney-General of Canada (e.g. failure to report

privacy breaches)
· Disclose the names of organizations refusing to abide by their recommendations on their

discretion if they believe it to be in the public interest

As noted in our introductory comments, we strongly support the continuation of the OPCs
engagement and consultation with industry stakeholders.  For example, this process was followed
before the publication of the OPC’s guideline on breaches of security safeguards10 prior to mandatory
breach reporting obligations under PIPEDA coming into force in November 2018. This process has
proven to be a successful one since it allowed industry to bring to the attention of the OPC a specific
practice that was not considered under the guideline and would have created complex issues for the
life and health industry had the guideline been adopted as originally written.

Question #17: If an AMP regime is introduced, would this mechanism need to be mediated by a third
party (for example, by a tribunal)?

The CLHIA does not believe that administrative monetary penalties (AMPs) are a necessary
enforcement mechanism. In our view, AMPs will add complexity to the OPC’s current model which
is not well suited to fulfill all of the functions of ombudsman,  complaint resolution, and proactively
undertake investigations as well as  have the ability to review its decisions and levy fines. These
additional functions would undermine the OPC’s important role as an ombudsman which, as stated
in our answer to question 16 above, fulfills an important role in keeping open the lines of
communication and consultation that now takes place between OPC and industry stakeholders.

However, should government introduce AMPs to PIPEDA, we believe a third party should be
incorporated to mediate this mechanism or, alternatively, the power to prosecute and levy fines
could be awarded to the Attorney General. AMPs should be viewed as a regulatory offence, and the

10 Guideline entitled: “What you need to know about mandatory reporting of breaches of security safeguards”
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rules of administrative law should apply (e.g. procedural fairness including a proper appeal or
escalation process) and be exercised only in limited instances of egregious behaviours.

Question #18: Will offence-related fines be a strong enough incentive given that the current fining
powers have never been used in the nearly 20 years of the law's existence and that they are outside
the control of the Privacy Commissioner?

As stated above, before considering the introduction of new penalty schemes, we believe the OPC
should make full use of the tools it already possesses, including the publication of the names of the
bad actors to bring notice to the public. We do not believe offence-related fines are an effective
deterrent for bad actors. Instead, these fines risk deterring innovation as organizations, particularly
small and medium-sized enterprises (SMEs), will be hesitant to introduce new technologies for fear
of unintentionally misinterpreting PIPEDA and being subject to fines.

Question #19: How do we ensure administrative fairness in a model with stronger enforcement
mechanisms and an education/advisory mandate?

We believe that some of the contemplated additional enforcement mechanisms should not reside
with the OPC as it was not designed for such tasks and may not to be able to adequately administer
these mechanisms. At the very least there is an appearance of not being able to provide
administrative fairness. The court system, to date, appears to be most appropriate for the
prosecution of offences under PIPEDA since it already encompasses the necessary procedural
fairness. Therefore, should additional powers be given to the OPC, new procedural safeguards
including a right to appeal to the Federal Court and a due diligence defense could be introduced.

Question #20: Given the significance of impacts on individuals in the digital and data economy, what
should be the appropriate range of statutory damages (and conditions) to be included in the Act?

As noted, we do not believe specific statutory damages should be introduced.

However, should ISED come to a different conclusion after a review of the OPC’s current enforcement
framework, such damages should be for clearly identified offences and preclude civil remedies. We
suggest that the amounts should be measured and not so high as to risk dampening innovation and
adoption of new technologies.   Existing Canadian court decisions should be used as a benchmark
and the right to these remedies should be based on the proven existence of damages.

Question #21: How could codes of practice (and possibly certification schemes) be part of a renewed
enforcement scheme that incentivizes organizations, gives greater certainty and brings transparency
and accountability to practices, to the benefit of all stakeholders in the data economy?

We believe voluntary codes of practices can play an important role in enhancing transparency and
accountability practices in the context of privacy. However, to be truly effective, they should be
specific to each industry and therefore written by, or having substantial involvement from, each
industry association. This will ensure the codes are meaningful in the context of each industry’s
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business realities. In addition, codes of conduct are low cost and allow the flexibility required to
adapt to new business practices and rapid technological changes.

One important incentive will be to ensure an organization is protected against certain enforcement
activities and/or that the burden of any privacy audit or investigation process with regards to the
codes/certification scheme is lessened. If the mechanism works well, these tools must serve to
demonstrate the organization has already met a determined level of accepted standards to both the
reviewer and the general public.

A company’s public declaration that it follows a privacy code or has had its privacy practices certified
also encourages them to follow these standards with care as any deviation could have significant
impact on its reputation.

PART 4: AREAS OF ONGOING ASSESSMENT

Question #22: What are the risks and benefits of these important "house-keeping" measures?

We have no initial objections to the idea of reviewing the possibility of incorporating PIPEDA’s
Schedule 1 in the body of the law. However, we caution against doing away with the principle-based
technology neutral approach that allows the flexibility needed to adapt to technological
advancements. PIPEDA must remain a framework law. Similarly and as already stated, a more
prescriptive legislation is no guarantee of compliance. Rather, it may turn compliance into a checklist
rather than a logical study of what truly offers effective protection for consumers in the
circumstances.

The main danger in significantly modifying PIPEDA is that it may create uncertainty. Since the coming
into force of the legislation, most questions of interpretation have been clarified either by the courts
or by OPC interpretation bulletins. These years of experience in applying the current Act could be
lost. We suggest that incremental improvements may be preferable.

We would support setting aside Part 2 of PIPEDA pertaining to electronic documents, as specific
private sector legislation on this matter already exists in the provinces and territories across Canada.

OTHER ISSUE NOT OUTLINED IN THE DISCUSSION DOCUMENT

Five-year review

Finally, we propose a “technical” amendment regarding the mandatory five-year review of the Act.
Based on recent experience, the industry believes that it would be beneficial to all involved if section
29 of PIPEDA was amended to ensure each review is not commenced before the prior review is
concluded with the presentation of a final report.
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